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Introduction

Welcome to the JOUD Drive Web Portal User Guide. This guide describes web portal functionality for users in
JOUD Dirive.

JOUD Dirive is a managed file sync and share solution. It differentiates from other file sync and share solution
(EFSS) by focusing on the security, control, file server and team collaboration. JOUD Drive does really well in
the following areas:

maintain security and permission of NTFS permission on files and folders

provide on-demand access that honors read-only, and write permission in real-time.

mirror local network share on file server to team collaboration in the cloud

bring windows file server into cloud, maintain security and control, while giving it modern file sync and
share capability.

N -

Web portal is an important part of the solution. First of all, most of the management works are done on the
web portal. Secondly, downloading other native client agent softwares starts from the web portal. There is
some other functionality of the web portal that is covered in this document.

The web portal user guide is updated for version 8.5.4210.38208
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JOUD Drive Client Agent Software

The JOUD Drive Clients enable the use of JOUD Drive services. Supported clients include:

Desktop Client for Windows

Desktop Client for Mac

Server Agent for Windows

iOS client for iPhone and iPad

Android Client

Windows Phone Client

Windows Tablet Client

Web Client (Internet Explorer, Chrome, Safari, Firefox, and more)

These clients allow native use of cloud storage on the corresponding device through a mapped drive, file
share or whatever mechanism is commonly used to access files. This makes it easy for a user to access all their
files with any device or share them with users of any device.

Each client tries to keep things familiar for the end user. For example, the server client integrates cloud storage
with file shares so that shared cloud folders can be easily published as file shares with access controls that can
be based on existing Active Directory identities and the desktop client maintains a mapped drive view of the
cloud storage which operates like any other drive on the desktop.
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Getting Started

To get started, point your web browser at the JOUD Drive server.

If you are the system administrator for the JOUD Drive server and you are in the server’s console, you can
point your web browser at http.//jouddrive.com

Once you are in the web portal, you will be seeing the login page first.

&‘! JOUDDrive

ﬁu

JOUDDrive

[T

Welcome 10 JOUD Deive !

© www jouddrive com (Busdd 9 1 5031 40022)
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Different Scope of Users

Tenant Administrator

Tenant is a management scope that typically map to a company or a group of users that collaborates on a set
of documents. In JOUD Dirive, it is referred to as the Tenant Account as well.

On a per-tenant basis, you can create team users inside the tenant; you can setup Active Directory connection
per-tenant; you can setup team folder to share among users inside the tenant.

As a JOUD Drive administrator, you can think of tenant as a company, who is your client/customer, which in
turn may have some of its own users too.

Team User

Team user are users inside a tenant scope. They have credentials to login to JOUD Drive. They are regular users
in a tenant that have home directory and storage quota assigned.

Delegate Administrator

Delegate administrator is a team user itself most of the time. However, delegate administrator can be
elevating into full tenant administrator by clicking on the “Manage Team Cloud”link.
Here is the list of delegate administrators.
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EBL2EO0 @B O

TENANT ADMINISTRATORS

Default Administrator

Tenant 6 EDIT
Support@futuretec.me EDIT RESET PASSWORD
Delegated Administrators / ‘. Add New Administrator
User Name Ema
Admin Admin@futuretec.me
Once you added a team user as an administrator, he/she will have full access to your team account 1

When a team user (with delegate administrator assignment) logs in, there will be a “Manage Team Cloud” link

showing up.
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,'_ ' > FILE BROWSER MANAGE TEAM CLOUD
= % ¥ } Praces ( ’\‘. g
Baas JoudDrive JOUCDrive Sctup JOUDDrive_Share My Files (LON-L29)
w
B = o :
ac 2ip
My Files (MIX) Service Manuals (Abbas) Technical (Team Folder) Docl.docx Final Technical Validaion D...

And when the team user elevates into the Delegate Administrator role, the link will be changed to “Return to
My Cloud”

¢y > FILEBROWSER

Technical atc-rsue- 2250 2015.08 sco-de. tad

I 5 B © = BB B (B

88|

Guest User
Guest user are users that have credentials to login to JOUD Drive, but these users don't have home directory.
Anonymous User

If the public link and anonymous (no login required) sharing is enabled, users can use a link to come to the
web portal and see files and folders that are shared.
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Tenant Administrator

Please reference the "Admin Guide”for full documentation of the tenant administration. Here we will go over
several commonly touched area for tenant administrators.

Login

After login to the web portal, the file and folder view will show.

h > FILE BROWSER

Cloud Services Documents Marketing Puctures Projects
= 8
Technical atc-rsue-22apr 2015, et seo-de.tat
Manage

Tenant manager can switch into the management console by using the “management console”icon.

™ > FILE BROWSER

Cloud Services Documents Marketing Puctures Projects
Technical atc-rsue-22apr 2015, et seo-de.tat
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Users and Files

After you clicked into the “"management console’, you will be in the dashboard for the tenant. When you are at
the dashboard, the top two objects to manage are users and files.

[ T
8% Users > O\IT;I FutureTEC
O + O O O O O I T BRANDING  GROUP POLICY
TEAM FOLDERS
Q Q Q Q O Q
@ @ . @ @ @ « & Local Active Directory >
O) O] @) @) O Q
Team Folders (Shared Work Space) > @ Remote Active Directory +
=i o
= O .
Users
Active Directory - LDAP
If the users are coming from Active Directory, and the Active Directory server (LDAP) is in the Local Area
Network, the first step to take is to use the "Quick Actions’, and configure Active Directory.
= DASHBOARD (= B2
&% Users > 5'}}' FutureTEC
O + O O O O O T BRANDING  GROUP POLICY
TEAM FOLDERS
[& & . & & & Q & Lecal Active Directory Vd
O) O] @) @) O Q -
Team Folders (Shared Work Space) > @ Remote Active Directory +

= O ¢ ¢ @
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Active Directory - Remote

If the users are coming from remote locations, away from the JOUD Drive server (so it is not in the same Local
Area Network), the first step to take is to install the “server agent” software on a remote file server, as long as
the file server is in the same remote Active Directory domain.

o o2
&% Users > 5}' FutureTEC

& & & & &

Q Q Q O O

rmar Abt Al Rauf My Abduliah Shawiat

) QO Q (@) (@)

Team Folders (Shared Work Space)
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= DASHBOARD [« -5

&2 Users Download Server Agent wreTEC

oF O v cnne
(@A)

Rurvt a3 0 werdows serice Operstes with your $1o7age SCTOUN 83 B Cioud fie server of used o3 Drory age 10 Migrate your eussting file
® serees e actve drectary users USERS GUESTUSERS GROUPS ROLES
Add New User FTJO Admin a;ms 2003
Windows e
l' Windows Server 2012 Server s g bmm”“m'" 913407, |28
@] Q ] Windows Server 2016
s Ala) Etive Directory #
Appie Test User Qamar Abbas Bractr, Sar.ce 1 7ct CoPGumE # p Pave At e ety ool
B s ot s
Remote Active Directory +
Team Folders (Shared Work Space) >
é # o “ge it g Dvechory n emofe Dostors G Srecty coenaie fom
Cotwiac o wed o natal the server agent on B 0os Tt 3 0
+ the doman chok * 1o downioad
00&
Backend Storage :

Note

“Server Agent” software can import remote file server network share, and also import remote Active Directory users
Once Server Agent is installed and setup in remote location, tenant administrator can use “Manage File Server
Access”to import network shares, together with the Active Directory users from remote location.

= DASHBOARD [ T

92 Users > @" FutureTEC

+ O O O O REPORTS TENANT BRANDING GROUP POLICY

Add New User ¥ A\ ran Mukadam

0 e, o
O

Jarmar Abba: abay Raut Mulla
0 " AT DwCry oCH

(@) ¢ O

Team Folders (Shared Work Space)

& +
[o[o]
Backend Storage :

e Q

Lacal Storage | Floertrestacs S ituretec

Other Users
Sometimes you will just want to create users from scratch. These will be native JOUD Drive users.
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Files

If you are starting from scratch, you can just copy files into the tenant account.

If you have file servers, using the “Manage File Server Access”is easier.

.
- Quick Actions
i] Configure Active Directory
. "By Manage File Server Access
,.'., Add Users
i |
File Servers
If you have existing file server in the Local Area Network, you can import the network share directly to JOUD
Drive.
1) 2 ToAM FOLDIRS (o X
e [ ,. . A

-»
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ot B TEAM FOLDERS » CREATE NEW TEAM FOLDER (= 2
il Sevame Team Folder Storage Locations - -
L] Yowrw bty
1 roue Pokcy Fiw Tarawrs v Low e dwe Merbawy q " b
l"o—-r!..-).,

Or if you have remote file servers, you can install “Server Agent” software first, and after that, the file server will
show up in the “Remote File Server”section

B TEAM FOLDERS » CREATE MNEW TEAM FOLDER

-
o lewd Domp
[ Toam Faams
- L) - P
» - £ lc Local oea He 1 (Y
Yy Tromp Pose
- -|a

=) Bgrrern Fin Ty

Yo e w o barsl Ya el boralal P we o st o Pe lie we o Yeul G 0 b v beew

B i i g = s S B B 8 s b w3 ) Bt % g s ey by

et T

& Wirsdows Server 0
R i BT Wt Server e T oo P41 107« [0

"l Winchows Server 20%
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Adding Users

Go to the JOUD Drive server URL and enter the admin credentials to login.

4 DD e -y

R
JOUljDrive T

S —
S S

€ oo snsibos o Burd % ° WCY SCLIT

After logging into the portal, select‘'Management Console’on the top right corner of the web portal:

Ty > FRE BROWSER L] o X
Bl o [+ P B EQ
] ) ] (9]
R ] — Byt g LY Pegmn
o &)
’:“‘1' :_____ — S ——

Tmivasd - e [ ey X0

Under Management Console, an admin can configure storage, monitor shared objects, create and manage
team folders, manage users, configure granular group policies, add new tenant administrators, look at

different reports, and under advanced configure AD etc.
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User Manager
You can start manage users by click on the “Manage Users”icon in the users block in the dashboard.

B DAS-SOARD u ;
39 Users > Q FutureTEC
o+t Q9 O 0 o G =
falia s faa) aa) o) Paa) e s
@, 0 : ) 0O Q
N W A Faa N Lotal Actee e
- pcts fnd e —— ———— s-at < a2 ‘.& e L
Q Q Ll O O O .

(&) Team Folders (Shared Work Space)

Errarem e cm—— g e b

Add User

You can also select'User Manager'from the left panel and then start adding user by using the “Add User”

button.
(=]

= LAS-R0ARD
[~
-

> @ FutureTEC

as Users

ot @) @) O
faca) s faa) aa)

O ¢ _
faza) % faia)

L

Q Q Q O

Errarem e cm—— g e b

In‘Add User'window, you will see several options

(&) Team Folders (Shared Work Space)
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E DAS®OARD » ADO USLRS o

Sources of New User x

& B A

Native User
Native user refers to JOUD Drive user that is not related to any active directory.

Batch create users
These are native users in a comma separated file that can be paste into a text area so the users can be batch
Created.

Active Directory
Active Directory means users from Local Area Network (LAN) that is in the same network as the JOUD Drive
server.

Server-Agent-Name
If you already have “Server Agent”installed and the server agent is actively connected to JOUD Drive, you will

also see the server agents listed by name in the Add User page.

B OASMBO0ARD » ADO USRS [« -1

Sources of New User x

\
& & A =

i AD
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Add Native User

When a new user is created, the administrator will specify the amount of cloud storage the new user is
allowed to use. The email address will be to send a welcome email to the new user and will serve as his/her
username.

B 0AS®O0AMD » AGO USENS (o]

Fleatr oo el nlrwualem

Add Active Directory Users from LDAP

Add Active Directory Users where those users are from local area network.
If the Active Directory (LDAP) is not already configured, you will need to configure it first.

N oA

Active Directory




Web Portal User Guide

[ nabie Arwrve [reciory Irtegr wson

Coren Corooier o LLAP Serww Addrens (rymost 209
Uner e (umed 10 COTWCE 15 pour Acte Dvectory Servos|

Fmneord

If the Active Directory (LDAP) is already configured, you will see the Active Directory name at the bottom of

the icon.
H DAS®O0ARD » ADO USLES (= I
Sources of New User x
@, 00 N\ &
& dO X

After the Active Directory is configured, you can use the Add User wizard to import Active Directory users into
JOUD Dirive.
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DASHBOARD > MANAGE USERS > ADD USER

aQaw |
Full Name 7 Email
1 Qamar Abbas gamar.abbas@futuretec.me 2 r;
2 Asif Kazi Asif Kazi@futuretec.me Added
3 ’
4 ’
S -
6 Domain Controllers Organizational-Unt Browse
7 Browsa
8 Hosting Orgarszational-Unit Browse
9 Added
10 Mcrosoft Exchange Security Groups Organezational-Unt Browse
n b4
12 Added
13 -
14 Added
15 Added
BACK CONTINUE L
Select Deselect Undo Queue Selected
Al Al SHachion | lemre, -

Add Active Directory Users from Server Agent

When the server agent is available and connect to the specific tenant in the JOUD Drive, the server agent will
show up with the server’s name at the bottom of the icon.
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DASHBOARD » MANAGE USERS » ADD USER

Sources of New User

Native User

DASHBOARD > MANAGE USERS > ADD USER

Full Name 7
Qamar Abbas
Asif Kazi

-

Domain Controllers

Hosting

o @ N W W N

-
(=]

Mcrosoft Exchange Secunty Groups

P ™ T I R
W ok W N -

Deselect
ANl

Unco

SHartirn

Select

AR

Baich create users

@L-RO @B O

N
(aa

A
FutureTEC AD

ASA

Ctrve Dwector Y

Click through the server agent icon, you will see the "Add User”wizard and complete the wizard to add users.

EL=EO ©QERBO

Qe

Email

qamar.abbas@futuretec.me

Asif Kazi@futuretec.me

Crganzationa-Unt Browse
[!! oW
COrganzationa-Unt Browse

Browse

Organizational-Unit

Queue Selected

| lears
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Client Agent Software and Downloads

The JOUD Drive Cloud access platform supports several different clients which allow users to leverage cloud
storage in ways that make sense for the client. Supported clients include:

HTML 5 based Web Portal

Chrome

Firefox

Internet Explorer

Opera

Safari

o) older web browsers such as Internet Explorer 8
Desktop Client for Windows and Mac
Server Agent for Windows

Mobile Clients for iOS (iPad and iPhone)
Mobile Clients for Android phones
Mobile Clients for Windows Phone

Internet Explorer 8 is supported for Team User. However for any administrative works (Cluster Admin, Tenant Admin,
Delegate Admin), Internet Explorer 8 is no longer supported for any administrative works.

O O O O O

Download Client Agent Software

Most of the Mobile clients will need to be downloaded from the Apple Store, Google Play Store or Windows
Phone Market Place.

The Windows and Mac client agent software can be downloaded directly from the JOUD Drive web portal
itself.
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Folder Legends in Web Interface

There are many different folders in the web interface.
Here is a list of them.

Mounted Storage
This folder represents mounted/attached storage. For example,
a mounted file server network share or a connected Amazon S3
bucket will look like this.

Sync From Remote
This folder represents synchronization folders from remote PCs or
server agents.

Received Shares
This folder represents the root folder of all the shared files and
folders from other users.

Received ltems
This folder represents a single shared folder received from other
users.

Team Folder
This folder represent a team folder that is published to users and
viewed from the users who received the team folder.

Version Control
Version folder represents folders that every files inside is under
version control.

o) & B} [+ [o

Note

If a folder doesn't have the version folder icon, doesn't mean it is not a version folder.

As long as one of the parent folder is a version folder, everything inside is under version control.

If the administrator setup the user as version control from the root, the team user may not see the version folder icon
either when version control is on by default.
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The Web Interface

The web client interface has three panels from left to right, the left tree panel, the middle file and folder panel,
and the right information panel. Many of the management functionality are done over the web portal. The
web client also has the files and folder’s view.

Normal Web Portal View

Cloud Servioes Documents. Marketing Pactures Projects

Technical

With Left Tree View

> FILE BROWSER

Projects Technical atc-issue-22apr 2015.bd sao-dc. bt
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Switch Between Iconview and Listview

When switched into list view. The middle panel looks like a list.

Cloud Services Documents

Marketing Pactures

Uploading Files

In JOUD Dirive, you have different options to upload files and folders. You can upload one file at a time using
the ‘Upload File’option under Upload You can also upload folders using the ‘Upload Folder' option under
Upload. Last but not least you can also use 'Upload Folders and Files'to upload multiple files simultaneously, or
drag & drop files from a local desktop to the JOUD Drive Cloud web portal to start the upload.
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Different upload methods may have different advantage and disadvantage on different web browsers and different
web browser configuration, such as whether it is HTML5 enabled, Java enabled or Flash enabled.

By default, only one upload method was exposed in the web user interface. However, the tenant administrator, based
on the kind of web browser the company is using and the kind of configuration the web browser has, can decide

which upload method to expose to the end user (Team User,).

Below is the Group Policy->Client Control->Web Portal setting administrator can control.

",! = DASHBOARD Bz
.” ) F2 Users > &:ﬁi FutureTEC
or O O O O O
d a=a 2]
—_— 14w

d o @, @) @, @] Q Q
€ « G 9 O N < a Local F
Remaot [ +

Team Folders (Shared Work Space) > @

2

cEn GROUP POLICY HOME

O Control Paned
3¢ convral Par

Web Browser - Disable Java Uploader

If the company standardized on Java on every Desktop machine, the Java Uploader can be used.
Web Browser - Disable Flash Uploader

If the company standardized on Flash (or Chrome Web Browser), the Flash Uploader can be enabled.
Web Browser - Disable Local Uploader

The local uploader is for Windows machines, that the web browser will download an executable to upload files.
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Upload Folder
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i

p

The Upload File can upload one file at a time. This is supported on all browsers.

t C Q v Places v/

-

Upload File @m====

Upload Folder

-

Create Folder

Microsoft Word Document

Documents.

-

Documents

Microsoft Excel Worksheet

Microsoft PowerPoint Presentation

]

Text Document

W Places .~

Upload File

Upload Folder g

Create Folder

Microsoft Word Document
Microsoft Excel Worksheet
Microsoft PowerPoint Presentation

a\.-.*aaaaag

Text Document

Browse to the folder you want to upload.

Browse For Folder

Select Folder to Upload

4y 05(C)

1. 2e3d48566da087aaa5df31c545fdad
> |, bbndk-2.0.1
> |. blackberry.tools.SDK

Config.Msi

.. DATA
> |. Downloads
b . eclipse
b . eclipse-SDK-4.2-win32-x86_64

<

Folder;: | Documentation

' Make New Folder ok || cancel

The'Upload Folder’ option allows you to upload folders into the JOUD Drive Cloud:

C

Picture
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Upload Using Local Uploader

(This is Windows only feature) When uploading big files and big folders, the “upload using local uploader” may
be the best option for web browser based upload. It will download a thin local uploader binary first and then
the local uploader will do the upload. The local uploader has retried and other reliability measures so to make
sure the upload is successful. Basically it uses web browser to download an executable, and the executable
does the rest of the uploading work.

Drag and Drop Upload

Latest web browsers that support HTML5 drag and drop upload will see “Drop Files Here"in an empty folder.
These web browsers allow you to drag & drop multiple files directly to the JOUD Drive Cloud. In latest Google
Chrome, Drag and drop folder is also supported while the other HTML5 based web browser support drag and
drop multiple files.

= Upload Folders and Files 00
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Downloading Files

There are several ways to download files in JOUD Drive:

1. You can double click the file to download it.
2. You can also select the file and click the download icon in its row, right click the file and select the
download icon from the context menu.
3. You can also client the “Download” link on the right panel, when the file is selected.
& JOUD Drwve - FTID Adr. % S - o &
3 C @ jouddrive.com/ portal webapppage asp wno ¥
5 Apps Portal Lyne Vhtware Enterprise Vault (B WhatsApp Web 5 YouTubeto M &) [} Free Onbine Meciate:  ([B) tmwan Series by Mac i) IMOt: Unforgettstse [ Free File Hosting M. - Cther bockmarks
¢7y > FILE BROWSER A @ % X
Bl H prxces O &0 K SO O
] ] L]
o Cloud Services Documents Marketing Prctures.
B B
L cad o Domnload
Projects Technical atc-rssue-22apr 2015.0it Sico-aC bt -
4. If the file is in a versioned folder, the revisions option is shown here. It enables you to view all revisions
for the file or download any previous version of the file.
Manage Revisions: test_tenant_root_folder_marker.txt 00
File Time Stamp Update Time Operation Updater Size +* \
1 Nadeyisge 2 duys ago Maodity Uninomn 2Bytes ) it
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Creating Folders

To create a folder, go to the parent folder and click ‘Create Folder'on the top menui.

§ t c 0 Places
| ) % Upload File
¢ Upload Folder
Documents 15 Create Folder — Quu—
% Microsoft Word Document
% Microsoft Excel Worksheet
/" " Microsoft PowerPoint Presentation
% Text Document
)
Pictures Public Area

Renaming/Deleting Folders

Rename and deletion can be achieved via the icons on the row of the file/folder or via the right click context

menu.
§ 1 C o Places . [B;( [1" L
Name Size Last Modified
ﬁ Documents 8 days ago
:] Acc
[, Folder From Scratch 2 days ago
@ v
ﬁ Piclures 8 days ago
(== Public Area 8 days ago
[\/ toct tanant rant faldar markar tvt - O XWAas 2bytes Tuesday, Jan... O L
| | Open With
4 Download
# Download 'test_tenant..._marker.txt' using downloader O "
(A Rename
X Delete
% Publish as team folder - test_tenant..._marker.txt O d

Edit folder permission - test_tenant..._marker.txt

=+ Share...
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User Management

Adding Users

After signup, the administrator will get a login to the JOUD Drive. To setup a team environment, the
administrator needs to add team users. Only the administrator or delegated administrators or users that has

user manager role assigned can add users.

To manage users, go to ‘Management Console’under user on the top right:

> FILE BROWSER

Cloud Services Docurmer Marketing Pictures.
Projects Technical atc-tssue-22ape 20150 sico-gett

In the ‘"Management Console; click ‘User Manager”:

= DASHBOARD

&2 Users

O Q Q Q
Q Q Q O Q
0o 0 O O ®

Team Folders (Shared Work Space)

5 o @ ¢

Waiting for jouddrave com

: Backend Storage
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In‘User Manager'window, click the '+'icon or “Add User” on the top right:

= DASHBOARD > ADD USERS (o]

Sources of New User x

O 00
& Ao 52

Native User Batch create users Active Directory

Deleting Users

When a user leaves the team, administrators can delete the user’s login. Just select the user and click Delete
icon in‘User Manager'window.

= DASHBOARD > MANAGE USERS [ I

B @ Q & Oa-
Type Storage Usage Last Login Active
Promied AD User 0 Bytes of 2 GB used 82018 NN SHAM @ FEL A BE R

Abcdiah Shawikal Prowed ADUser  13964KBof 2GBused J2018934054M @ FCIT4A BE R

abdullah shawkat@futuretec me
Prowied AD User 0 Bytes DS201815702PM @ B r¥Te s
Prowied AD User 4272 MBof2GBused 4292018833 28AM @ FE LA B R
Prowied AD User 0 Bytes of 2 GB used 1NB20MBNOSHAM @ FE LA BE B
Promied AD Usas 0 Bytes of 2 GB used /S/2018 43330 P - FE LS BE R
Prowed AD User 0 Bytes of 2 GB used /52018 13350 P - FEL RS B R
Prowied AD User 0 Bytes of 2GB used B2018 NONS9AM @ BRIO W T e N
Prosied AD User ENOISHAM @ FCI A BE R
Prowed AD User 1182018 110200AM @ FET A B R
Native User 0 Bytes of 1 GB used Y208 II09PM @ FE LA BE B




Web Portal User Guide

Managing User Quotas

Administrators can assign a quota to each user. A user will not be allowed to upload files to JOUD Drive once
their quota has been reached.

If the quota is O for the user, there is no limit on how much storage the user can use.
Click the’'Management Console’and select ‘User Manager' Click the “Manage User”menu on a user to manage

and select “Set Quota”

= DASHBOARD > MANAGE USERS B 2

User Storage Distribution (s

FORCE REFRESH
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Managing User Credentials

Admins can change user passwords and login emails, if needed.
Click’'Management Console’and select'User Manager.

Click the "manage user”menu icon in the user block.

After that, can use “Reset Password” link to help the user.

= DASHBOARD > QAMAR ABBAS (QAMAR.ABBAS@FUTURETEC.ME) [« [P 5

t Information OIS Team Folders  Storage  Roles  Dewices  Shared Objects  Tokens

After changing the login password, an email will be sent to notify the user of the change. Admins can choose
to include the new password in the email, or exclude the new password from the email. If the password is not
included, the admin will need to convey the new password to the user in some other way.

= DASHBOARD > FTJD ADMIN (FTJDADMINGFUTURETEC. ME) a]

Reset Password o0

When either the email or password is changed, please update the corresponding login credentials in JOUD
Drive Cloud Desktop or Cloud Server.

This only applies to native JOUD Drive user. If you have Active Directory users, you will need to manage user’s
credential the Active Directory way.
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Changing The Default Quota For New Users
When creating a new user, admins can define how much storage the user is allowed to consume.

By default, this quota is 0, meaning the user can use as much space as possible. During the user creation
process for each user, admins can change their assigned quota.

The default value can also be changed, so that there is no need to change the quota for every user created.
In‘Management Console; select ‘Group Policy’and select'Home Directory’in the central pane.

In the ‘'Home Directory’, change the default storage quota.

P = GROUP POLICY [ 52
kel Dpstbond %% GROUP POLICY HOME
45 Team Folders

o Common Settings
Cp User Manager

& Group Pol X e @
g Te:e-::.ng % ﬁ @ E
L,_,/ Reports arager Retention F i Vie

% Control Pane

Client Control
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Group Management

How Groups Work

In JOUD Drive , admins can publish folders to team-users as team folders. Admin can also define access
permissions for subfolders in each team folder, for sub users.

Most of the time, the Active Directory is used and Active Directory integration is used so the Active Directory
group can be used.

In the case when Active Directory is not in place and when still need to assign groups, the group feature will
come in handy.

When working with a large amount of users, it may be tedious to assign permissions to each user. To solve this
problem, JOUD Drive uses Groups. Admins can create a group and assign users to the group. When publishing
a folder or changing subfolder permissions, instead of selecting each individual user, admins can assign the
permissions to a group, then add users to the group. If there is a need to change the permission, just change it
for the group and all the users there get the same access.

2892 trial day(s) left (‘ % (:J

TEAM FOLDERS > CREATE NEW TEAM FOLDER -

LI SEC

Team Folder Storage Locations™ ="~ canceL

Default Tenant Storage
ﬁ Create a new team folder from scratch using default storage. It will be empty 1o start with and you can put files and folders inside later

Publish Tenant Home Storage As a Team Folder

Q The tenant's home storage will De published 10 usérs n the same tenant '4.'.-"l'| can '-I'L'r & and folder contents from the home s$torage a d d 3 fi
servers or remaote cloud storage senaces are not in o
© File Servers in Local Area Network +840 O
© remote File Servers + O

° Cloud Storage
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Creating Groups

Only administrators can manage groups.

Login to the JOUD Drive web portal as the administrator and select 'User Manager’in ‘Management Console
and click on‘'Group Manager’in the middle pane.

Pat y = GROUP MANAGER B2

B3] Dashboard 0 Group(s) SEARCH 4 CREATE NEW GROUP
(&%) Team Folders
v & User Manager
Q , User Manager
g Guest User Manager
&2, Group Manager
A, Role Manager
¥-o Group Policy
T Tenant Branding
/| Reports

% Control Pane!

In the ‘Group Manager'window, click 'Create New Group

Edit Group 00

b&m-mﬂmhnm Fiease chck the Add User above 1o add the user(s) 10 the group.
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Type in the group name and click’Add Users to the group’to assign a new user to the group.

Edit Group 00
Group Name
+4
User Name Emad
Ali Kan 4 kaziEhturetec e .
Anchal Jaswal anchal jpeswaiB futuretes me )
Arcz Moharmmed e mohammed B toretes me )
APPLY CANCEL
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Team Folders

What Is a Team Folder?

JOUD Drive enables the creation of team folders which are owned by the administrator and published to
other JOUD Drive users.

There are 2 types of folders in JOUD Drive.

. Regular Folders
These are the standard folders created by the account administrator in JOUD Drive.

. Versioned Folders
JOUD Drive will maintain the version history of any files uploaded to versioned folders. From JOUD
Drive, a user can download any previous versions of a file. From JOUD Drive Desktop/Server Agent, a
user can restore previous versions of files and recover deleted files.

To create a versioned folder, click ‘Create Versioned Folder'in the JOUD Drive web portal.

t c e V Places v/

13

Upload File
Upload Folder

o

)

Create Version Folder

D)

Create Folder °

Write the folder name and select 'Create’
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Create Version Folder 00

Folder Name:

iles under this folder will have versioned backups. You can even recover a

deleted file. Extra storage space will be consumed.

| Create ‘ ‘ Cancel

If you are not seeing the option of “Create Version Folder’, it means your whole folder structure is already under
version control. This could happen (and be the default) when administrator provisions a team account for you.

. Attached Local Folders
These folders are the local folders from the local PC/Mac that JOUD Drive users have attached to JOUD
Drive Cloud. Once a local folder is attached, a user can immediately access it in JOUD Drive Cloud. JOUD
Drive Cloud will maintain the version history of files in the attached local folder. The local folder is also
being synchronized with JOUD Drive (‘cloud side”).

Both administrators and team users can create versioned folders and attach local folders. However, only
administrator can publish his/her folders to users.

Once a folder is published, it is displayed as a team folder to the users who have access permissions.
Users can access these folders from JOUD Drive Web or JOUDDrive client agents. The published folder
will appear under the user’s root folder, and its name will be appended with ‘(Team Folder).

t C O v Places ./

Name Size Last Modified
. LargeFile 1 minutes
O E ge ago
] Team A (Team Folder) 11 minutes ...
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Creating A Team Folder

In a team environment, where team members need to collaborate, the JOUD Drive administrator can setup
shared Team Folders for users and manage access controls.

To create a new team folder, open the management panel of the JOUD Drive web portal and click'New/ in
"Team Folder(s).

= DASHBOARD > CREATE TEAM FOLDER B 2
%, Users > O@! FutureTEC

ot QO O o) O o |

Q @, Q @) Q Q

@) ) Q (@) ®, )
[£&] Teamn Folders (Shared Work Space) > *

s o ¢ 2

Create Taam Folder

You can also create new team folder from management console->Collaboration->Team Folder

= DASHBOARD > TEAM FOLDERS [« -1

i

Default Tenant Storage
This is the easiest way of create a team folder from scratch. The created folder will be empty to start with.

File Servers in Local Area Network
If you have file servers in the same local area network as the JOUD Drive server, you can mount them into

JOUD Drive and at the same time convert them to team folder.

Remote File Servers
When you have remote file servers with “Server Agent”software installed, the network shares from those

remote file servers can be imported to JOUD Drive as team folders.
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Sharing

Sharing vs. Publishing
There are two ways to share files and folders in JOUD Drive — publishing and sharing.

. Publishing:
Only available for the administrator who can share any tenant-wide folder. It will only work with team-
users in a specific JOUD Drive account (tenant account). Publishing a team folder can't go outside of
the tenant scope.

. Sharing:
Both the administrator and team-users can share files with anyone that has an email address. The
recipient of the share will get an email with a link to open the folder or download the file. If the email
recipient is also a JOUD Drive Cloud user, he/she can access the shared file or folder directly from the
JOUD Drive.

Administrators can prevent team-users from sharing if needed.
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Sharing Files And Folders

File Sharing
To share a file, click it and select the Share icon in the row of the file. You can also right click the file and select
Share in the context menu. Once the file is selected, if the right panel is open, there is a Share link there too.

3 0O & 0O @&

Clowd Senices Documents Marketing Pictures Propects

Technical c-issue-22apr2015.00 0l Edit

S > FILE BROWSER

A
gt o BHv|% EEQB-
Invite People : (Email Address, separated by )

example888Texamplemail com

Notes (text will be included in the sharing email).

\‘//\ |:Iv:'>. CONTINUE CANCEL
e T = = B B

After clicking 'Share'above, in ‘Edit Share’window, click ‘Invite User to Share’
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FILE BROWSER > EDIT SHARE - PICTURES

i +2 saw
Shared with the following people

User Email Full Control Expiration Download Neti... Change Notific... Notify User

Type the user(s) email where the file will be sent and then click ‘Continue!

i

| Shared with the following people c@ @ @
UserE... Full Co... Expiration Downlo... Change... Notify U...
0 gamarabba... False 6 Day(s) 23... O O O 'ﬁ f Bl @

In the ‘Invite User to Share’window, you can specify the expiration time and also grant access permissions.
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&}

O
® View / Read-Only Access O View only (download will be disabled) Download © Edit/ Full-Control Access
Only

© No Protection
) Password I1s needed to access

([ Send share password in a separate email [J One time password

@® Recipient must login to access

) Send email notification when file is downloaded
0 Send email notification when file is uploaded

O Notify user when file/folder is changed

BACK SHARE CANCEL

Folder Sharing

To share a folder, click it and select the Share icon in its row. You can also right click the file and select‘'Share’in
the context menu.
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& JOUD Drive - FID A X ' (B) Team Folders = Web P X ew - O X
€ C | @ Not secure | jouddrive.com/portal/webapppage aspx B0

Appt Portal Ly Vitbware Erterprse Vauk @ WhatsippWeb 5 YouTubetoMPA & [ Free Onine Media® [) imran Seriesty Ma: ) MO Unforgetiab » Crher bockmans

Shar h the following people y 0
hared with the following peoplé . LC (:J}
UserE... Full Co... Expiration Downio... Change... Motify U...
' qamarabbe... Faise 6 Day(s) 23... BSRE© ®
Show Share
Lnk
Ooud Services Projects
Technical
8 ttemnis), Total file size 1471 KB = o0 5
Resots), Total fke size B B B (H
NE_Applance N_3ofs ~ NE_Apphiance N_..20f3 ~ NE_Applance N_1ofs ~ B opscenter g1 Winz. A B nemackp sz ~ Showall | X

D > FILE BROWSER

1 Plac 1 . o - ()
W e U X L) e\ & N
Cloud Services Documents Marketing Pctures Projects
= =
= -.
Downlcad i
Technical alc-issue- 2 2apr 201 sioo-de. b
€ al file size 1471 KB - - — ¢ |
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Removing shares

During share setup, a user can define its expiration date. Once the share expires, other users will no longer be
able to access the shares.

Users can also delete the share manually.

In the JOUD Drive Cloud root folder, the panel on the right shows shared items to others. Users can click
‘Manage'to see the list of shared files and folders.

1] ATewm Foders 7+
835:97 Team MeThers. with read/write permiasons

<7 2 Shared nemis) rd

Cloud Services Documents Marketing

Tre browse~tased Sle exziorer orovides mon: o the bass funczonalzy Fera
eher, “att £1DETENCe JOu CON Jowriced natue clents

M . —

Pictures Projects Techmical

8 emis), Total file size 147 1 KB = [= @ - =]

=

1
Gt
[UL,
(i
=

In‘Management Console’-> ‘Collaboration, click 'Shared Objects'to open a summary window for all shared
objects. Here, you can edit the share to change permissions. You can also delete the share.

B > FILE BROWSER > MANAGE SHARED OBJECTS

Location Type
e
1 L-J Projects Share %7
2 sico-de txt Share x 7
b " )
3 Projects Public Url ®
4 [Sac0-0C et Pubihc Urd »
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Accessing ‘Files/Folders Shared with Me’

When a file or folder is shared with the user, he/she will get an email. The link in the email can be used to open

the file or folder.

If the user has a JOUD Drive account with the given email address, the shared files and folders will appear
under the ‘Files shared with me’folder, in both the JOUD Drive Cloud web portal and JOUD Drive Cloud

Desktop.

JOUD Drive Web Portal

2= ":_ A\._.% Paces Files shared \_{'; &'
Folder = empty)
. Toua e s ® 2 8 B B
JOUD Drive Desktop
A8+ Orive Tools  JOUD Drive (X) = o e
n Home Share View Manage o .
« = 4 o » ThisPC » JOUD Drive (X) v & | Search JOUD Drive (X) p
*  Name - Date moddfied Type
o Quick access
Baas 2NZ2018 E:38 PM File folder
&7 Dropbox Files shared with me 2302018 %30PM  File folder
& OneDrive JoudDrive E 227 AM  File folder
JOUDDrive Setup 3/26/2018 11:45 AM  File folder
I This PC JOUDDrve_Share W2WINETIEPM  File folder
B 30 Objects My Files (LON-L29) INT2NE 48 AM  File folder
I Desktop My Files (MIX) 42018 11:08PM Filefolder
% Documents Service Manuals (Abbas) 352018 %19PM  File folder
‘ Techrucal (Team Folder) ZI5/2NE L5TPM File folder
B Music
=/ Pictures
B videos
- 05(C)
- Data (0%)
- ESXI-6_5_0- (F:)
a JOUD Drwve (k)
= gamar.abbas (\\
== Department (U:)
- ESN-650-(F)
=

If the user has write permission to the folder shared, he can modify the files in the folder.
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Preventing Users From Sharing

Sometimes for security reasons, users should not be allowed to share files/folders.

There are two types of files and folders a user can access.

. User’s own folders, including versioned folders and attached local folders from the user’s
desktop.

When an administrator creates new users, he/she can check’Disable sharing home directory content
with external party, to prevent the newly created user from sharing his/her own files and folders.

DASHBOARD > ADD USERS B2

Please Enter User information:

First Nama Last Name
Test test
Email CQueta(GB
test@futuretec com kw [1]
CONTINUE CAMNCEL
USER MANAGER > ADD USER -
LIS SEEa

User Creation Options:

# Let system generate password (password will be sent via email)
® User must change password at next logon
0 Disable sharing home directory content with external party @™

# Send welcome email to user after the user is created

# Force all folders to be versioned

& Enable offline access for all folders

This will sutomatically download ALL folders and files 10 the user's device and automatically updated them whenever thiy are changed anywhere in the network. This will cause a
significant increase in network traffic, especially during the initial download of all folders.

BACK CONTINUE CANCEL

If the user is already created, administrator can edit the quota for the user. It also has the checkbox to disable
sharing.




'57,; Dashboard
[£E] Team Folders
v (5, User Manager
C% User Manager
(‘3') Guest User Manager
&2, Group Manager
i, Role Mansger
¥ Group Policy
¢

T Tenant Branding

|4 Regorts

% Control Panel
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= USER MANAGER [« [R5 1
Q & O &
Manage User > Manage User

Abdul Rauf Mulla HomeStorage »|  DisatleUser strator

T Device List Force full scan for storage quota usage g
I = S Delete User
11872018 1101 59 AM Token Manager | """~ R— ST02PM
Create or Migrate

User

Ahmad Ramadan Ahmad Ghazal Ali Kazi

wread waden g retes

Anchal Jaiswal

anchal ppam e T

atmad grarmghirmes e T

302018 11 .41 23 AM 1182018 11.01.59 AM VA8 43330PM VYV 1IINPM
Browed AD Uner Broied A0 User

0 Bvtes of 2 GE used 0 Btes of 2 GE Lsed 0 Bva

Configure User Home Directory (x)

Set home directory quota for:

administrator@ft-filesrv01

New Quota(GB) (0 - unlimited)
Current Quota (GB) 0

U Disable the sharing of home directory content with external parties

APPLY CHANGE CANCEL
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. Team Folders shared to the user
Now in the team folder editing dialog:

T = TEAM FOLDERS > EDIT - CLOUD SERVICES
[88] Dasnboard fag7 Collaborators  External Shanng  Folder Permissions  Settings Two-way Sync Storage
[££) Team Folders

_ Display Name: Cloud Services
W User Manager

o O settings
2, User Manager

I Disable further sharing
Create CIFS Share
" Disable Offline Access

Qe .
£y Guest User Manager
£ Group Manager

i Fgle Manager
© rermissions
55 Group Pelicy

© Secure Data Room
T Tenant Branding
© P White List
|o/] Reports

% Control Panel © Quota and Retention Policy

For existing team folders, administrator can edit it and check the ‘Disable further sharing' there too.
When both flags are selected, team-users cannot share any files or folders to public anymore.




access the share.

og| Dashboard
Team Folders
v Cob User Manager

& User Manager
g Guest User Manager
&2, Group Manager
& Role Manager

55 Group Policy

“F Tenant Branding

|24 Reports

% Control Panel
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Protecting Shares by Requiring Login

GROUP POLICY

C(g GROUP POLICY HOME » SHARING

User must login to access file/folder shared to him/her
When this setting is enabled, the user must login to his/her account in order to access

the “Files shared with me" folder

Disable user's ability to share home directory content externally

When this setting is disabled, you can enable/disable the sharing on per-user basis

Enable internal public share URL
Disable Public Link
Show guest user creation option

Enable distribution group detection in the file/folder sharing's user
interface

Show user list in sharing dialog

When this option is enabled, the user list will be shown in the recipient dropdown list

When a user shares a file or folder, JOUD Drive will generate a URL. By default, anyone can use the URL to

Administrators can protect shares by requiring login credentials. Once enabled, when a user accesses the
share URL, he /she will be prompted to login to the JOUD Drive Cloud. After login, the user can view the file/
folder shared with him/her under ‘Files shared with me’

(]

O

O
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Notifications

Subscribing To Change Notifications For Team Folders

Users can subscribe change notifications for Team Folders. Once subscribed, whenever a file or folder is
changed in the team folder, the user will get an email with a list of changes. This notification only applies
when the change is done by other users. It will not send out the notification email when the changes are
done by the user himself/herself.

Visit the root of the team folder. On the right panel, select’l want to receive notification for changes made in
this folder (and subfolder); to subscribe the change notification.

Team A @ |

Description: Edit

I Iwant to receive notification for changes made in this folder (and

subfolder)

[ 2 | 1 Team Folder Member(s) Edit

Click 'Edit to invite team member to collaborate on this folder.
Click ' Permissions' to Set folder level permission for your team users.
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Reporting and Auditing

A tenant admin can take a look at the overall usage statistics along with auditing under reports.

Upload Report

The upload report shows charts for files that have been uploaded in 30 days, a week, last 24 hours, and the
last 60 minutes.

32| Dashboard Upload Report Storage Statistics Teamn Folders Shared Objects Audit Trace File Change Logging
[££] Team Folders
O REFRESH
v =y User Manager
o ser Mar r [ | I
oy Usier Manage: File uploads in last 30 days File uploads in last week
S Guest User Manager o EEEP
144
[ 120 4
1=, Group Managar
12 4
100 <4
4, Role Manager g 0+ g -
. = 37 o
£5, Group Policy - 2w
2 o9 2
—1 L 4 Lt
= Tenant Branding 1
24 20
L Repons 0 - ——— b e b 0 - . . :
A28 442018 AT20N8 402018 4132018 462018 12018 4242018 4240018 4292018 AR08 47T018 4782018 4290184302018
3¢ Controi Panel R =

Storage Statistics

Here admin can take a look at overall storage usage statistics, size distribution, file type distribution, and users
who are using the most storage on the system.

Pey ) = REPORTS o BT
f ] i F
Overall Statistics
o
i hiang
¥
Ja
Manag
-]
- File Type Distribution
/| Reports o & 1

143
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Team Folders

Team folders tab gives an overview of all the team folders in the tenant, users who have access to team
folders, and the permissions assigned to the users.

[B8 Dasnboard Upload Report  Storage Statistics Team Folders Shared Objects  Audit Trace  File Change Logging
(5] Team Foiders

v (2, User Manager
Cloud Services [Cloud Services

95 35 MB Used
Q. User Manager
e Ut M Emaa Read  Wrte  Owner
36_!5: User Manager Al Kan Ul Az futuretes me ’ -
Feas AOglan feras @ futuretec me - - ’
=, Group Manager Irfan Musacdam rfan ok sl futiretes me - @
Mours Esss rours eseap fulietes me - *
-x‘lj Role Manager
Umbting Marketing B8 B B of 2008 Used
(X Group Pobcy
U M Emaat Read Wt Dwrar
=1
Tenant B
I ) B g Fetas AiDglen ferasghutiretec me ’ - -
@ Irfan Musadam alan M adamg futuretec me 4 -
Reports
. Srreen Al Hasear ahireer, sihaseana] Laureses me - -
% Controd Panel
Projects Progects 76.G8 of 1068 Ued
User Hasme Emnasl Resd  Wrte Owner
A Kan aut kangfusuretec me - ) -
Irfan Musadem o muk sdam futuretec me - -
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Audit Trace

Audit trace shows the activity in the tenant. Audit trace can be generated for a specific user using the user’s
email address, by username, by trace content, and the action. There are many different selections under action
for which a trace can be generated for example 'stop sharing, ‘delete group’etc. A trace can be generated for
different time periods.

Publish Team Folder

Publish Team Folder
Edit Team Folder
Add Guest User
Send Share Email

Stop Sharing

Start Sharing

Add User

Add Group

Edit Group

Delete Group

Edit Delegate Amdin List
Unpublish Team Folder
Delete User

Purge User Storage o
Delete Guest User

Create Version Folder

Attach Cloud Storage

Attach Local Storage

Enable Public Link

Disable Public Link -

Action v

The generated trace shows the user’s email, action taken by that user, filename, client name, and time of the
action. An admin can also download the trace as a CSV file for reporting purposes.

9, User Manager Trace Contents * AN Records * SEARCH
2. User Manager Action Trace Time Server Time User Email Full Name
£, Guest User Manager
- G anage
4, Role Manager
cte Group Pobcy
: T 2 Tenant Branding
|/ Reponts
3¢ Contret Panel

Watng for icuddimve Com
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File Change Logging

File change logs also helps an admin to see the activity by the users in the tenant.

REPORTS

Upload Report Storage Statistics Team F¢

Dashboard s Shared Objects

Team Folders

750 Menx) fommd

o -"b User Manager

Jser Manager User Email Relative Fil... Note
1 nishant panchal@ Mishant/OpsCe... 14598
2) Guest User Manager
2 change monitoe 4ledbc26-d5E...  4ledbc26-d5E..
$, Group Manager
, 3 e 3437
-, Role Manager
o 4 nishant panchald 6835
o Group Policy
5 nighant panchal@fut..  updatafile Nishant/OpsCe...  Mishant/OpsCe. 344
T Tenant Branding
L] rishant panchal®

|4 Reports
- 7

75 Control Panel

nishant panchal

8 neshant panchal@futu...

Audit Trace  File Ch

nLast]Year *  Acton ¥ SEARCH DOWM0AD ASCHY FLE

* Update File

Client Name Time

MNeshant-PC 20180

91511302

cloud change ...  2018-04-16 1007372

1512

Mishant-PC 2 291511322

MNeshant-PC 2018-04-29 322 4729 PM
MNeshant-PC 2018-04-29 1511332

Mishant-PC 2018-04-29 1511332

Mishant-PC 2018-04-29 1511332 4129




